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(57) Abstract 

A vehicle protection system comprises a sensor (4), a transmission means (6), a control unit (8) and an alarm (10) signall- 
ing means. The sensor (4) is mountable on and capable of detecting interference with a vehicle (2), and the transmission means 
(6) is also mountable on the vehicle (2) and is activated in response to detection by the sensor (4) of interference with the vehicle 
to transmit a signal to the control unit (8). The control unit (8) is located remotely from the vehicle (2) and is arranged to activate 
the alarm (10) signalling means in response to receipt of said signal, there being no physical connection between the control unit 
(8) and the transmission means (6). 
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VEHTrrr.E p rotection system 
Field of the Invention 

The invention relates to vehicle protection systems. 
Background to the Invention 

In many instances where vehicles are left in areas to 
which the public have relatively easy access, there exist 



the 


dual problems of 


firstly theft o± or from the vehicles, 




and 


secondly damage 


to the vehicles. It is now common to 




use 


a so-called "car 


alarm" in certain vehicles which may-be 





sensitive to an intrusion (using, for instance, an ultra- 
sonic detector) but these have several limitations: (1) due 
to the high number of false alarms they are often ignored; 
(2) they are difficult to install and remove quickly from a 
variety of vehicles; (3) they do not allow for centralised 
control of a number of such alarms; and (4) they are of 
little use in areas that are relatively sparsely populated. 

There is, therefore, a clear need for an improved ve- 
hicle protection system, 
summary of rh* Invention 

According to the present invention, there is provided 
a vehicle protection system comprising a sensor, a trans- 
mission means, a control unit and an alarm; the sensor is 
mounted on the vehicle and is capable of detecting an 
interference with the vehicle; the transmission setns, fflso 
mounted on the vehicle, is activated by the sensor detecting 
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an interference with the vehicle and causes the transmission 
means to transmit a signal to the control unit; the control 
unit is located remotely from the vehicle; on receiving the 
signal from the transmission means the control unit acti- 
vates the alarm. 

According to the present invention there is also pro- 
vided-a-site-protection-system-ComprisAng^a^s^sor/ A 
mission means, a control unit and an alarm; the sensor is 



of detecting an interference with the site (e.g. a vibra- 
tion, pressure, the breaking of a beam of radiation, etc); 
the transmission means, also mounted in or at the periphery 
of the site, is activated by the sensor detecting an inter- 
ference on or at the periphery of the site and causes the 
transmission means to transmit a signal to the control unit; 
the control unit is located remotely from the sensor; on 
receiving the signal from the transmission means the control 
unit activates the alarm. 

Normally the sensor in the immediately preceding 
paragraph will be located at the periphery of the site (e.g. 

on a fence or gate ) . 

The invention will now be described, by way of 
example only, with reference to the drawings that follow; in 
which: 

ftr ^f Des H^P^Q" p f thS nrawlnos 
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Figure 1 is a schematic representation of the present 
invention in use; 

Figure 2 is a block diagram representing the con- 
figuration and operation of the present invention; 

Figure 3 is a flow diagram also representing the 
operation of the present invention; 



Figure 


4 is 


a a schematic representation of a 


further 




embodiment of 


the 


present invention; and 






Figure 


5 is 


a schematic representation of yet 


another 















embodiment of the invention. 



Descript ion of the Preferred Embodiments 

Referring now to Figure 1, there is shown a vehicle 2 
on which is mounted a sensor 4, which is itself connected to 
a transmission means 6 also mounted on the vehicle 2. In 
this case the sensor 4 and the transmission means 6 are 
mounted within the vehicle 2. Although the vehicle 2 shown 
is clearly a car, the invention is applicable to other ve- 
hicles such as motor cycles, boats, caravans, plants etc. 

Also shown schematically in Figure 1 is a control 
unit 8 and an alarm 10. The alarm 10 may be any device or 
means intended to attract attention to the vehicle 2, 
examples of suitable alarms 10 will be given below. 
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Figure 2 shows the preferred construction of the sys- 
tem in block diagram form. Figure 3 explains the operation 
of the system in flow diagram format which may be understood 
with reference to the key set out below. 

KEX. 

100- START 
±q_2~ Hap ultra sonic scanner 12 detected an 



interference? 



-102- - Has-the^piezo-cr-ystal— sensor_14_detecte,d_ 



an interference? 

103- Is the control unit 8 armed? 

104- Activate first-stage alarm. 

105- Activate siren 16. 

106- Activate stroboscopic light source 18. 

107- Activate vocal alarm through speakers '22. 

108- Has another interference been detected 
within the first pre-set time period? 

109- Activate second-stage alarm. 

110- Activate auto-dialler 20. 

HI- Activate 2kW lighting source 24. 

The sensor 4 includes a detector of movement within 
the vehicle 2, such as an ultrasonic scanner 12, and a shock 
and motion detector, such as a piezo-crystal sensor 14 which 
can be set to be capable of detecting scratches due to the 
vibrations they cause in the vehicle bodywork and is also 
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capable of detecting other interferences with the vehicle 2 
of a mechanical nature. Thus, in combination, the ultra- 
sonic scanner 12 and the piezo-crystal sensor 14 (which to- 
gether constitute the sensor 4) are between them capable of 
detecting interference with the outside of the vehicle 2 
such as scratching or denting, etc; and interference with 



the i-ns-ircte- 


-oi-^t-he^ve h^c 1 e 2 s^ch-as— tJie— moveineivt- 


of a person 




therein or 


the motion of glass fragments from a 


broken win- 




dow, etc. 








The 


sensitivity of the ultrasonic scanner 


12 and/or 





the piezo-crystal sensor 14 can be adjusted to achieve a 
balance between the level of security achieved with the sys- 
tem and the occurrence of false alarms in the particular 
circumstances involved. 

If the sensor 4 detects an interference with the ve- 
hicle 2 it causes the transmission means 6 to transmit a 
signal SI. The transmission means 6 is in wireless 
communication with the control unit 8. The transmission 
means 6 comprises a low power VHF radio frequency trans- 
mitter on an approved frequency (currently 418 MHz), the 
emitted signal Si is coded to avoid interference with 
neighbouring signals S and to deter illegitimate attempts to 
interfere with the system. The coding may be factory-set or 
programmable. 
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In their operating construction the sensor 4 and the 
transmission means 6 are combined in a single self-contained 
unit; they have been described separately here for simplic- 
ity. 

The ultrasonic scanner 12 and the piezo-crystal sen- 
sor 14 are included within the unit which is powered by an 
integral nickel-cadmium battery-pack [not shown) to limbic 
the unit to be properly portable; the battery-pack is ca- 



pable of powering the unit for between 2 and 10 days, a 



battery power level indicator may be included in the system. 
A storage rack (not shown) may be included as part of the 
system in to which one, or more, combined sensor/transmis- 
sion units 4,6 may be deposited; the storage rack includes a 
trickle-type battery recharger to re-energise the 
battery-pack. The sensor/transmission units 4,6 include fe- 
male sockets which mate with powered pins on the rack. The 
unit may include a light-emitting diode powered by the 
battery-pack to act as a further visual deterrent. 

The coded signal SI from the transmission means is 
received by the control unit 8 which is located remotely 
from the vehicle. The receiver is also of an approved type. 
The control unit 8 may be wall-mounted, either on the out- 
side of a premises in a well-known burglar alarm housing, or 
inside a premises; the *nit may also be desk-mounted or 
mounted in any other convenient fashion. Portable recharge- 
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able models may be provided for domestic use. In advanced 
models the coded signals S are specific to certain sensors 4 
enabling the actual source of the signal SI to be uniquely 
identified. In some models different signals may be used to 
indicate whether it is the ultrasonic scanner 12 or the 
piezo-crystal sensor 14 that has detected the interference. 



In such a system the control unit 8 may be linked to d 




printer which generates details of the source, the time and 


the date of the signal SI. All of the constructions are 







tamper-proof. 



The control unit 8 also includes switching means for 
arming and disarming the system. The switching means may be 
toggled between the armed and disarmed states using a re- 
mote-control system utilising a 418 MHz signal used with a 
different coding, although other well known remote control 
systems may be used, for instance the infra-red remote-con- 
trol systems that are well known in the field of car-alarms. 
When the vehicle protection system is armed this is 
indicated by the activation of a light emitting diode. 

The unit 8 is powered in its normal usage by a stan- 
dard linkage to a mains (240 volts, a.c.) power supply. 
However, the unit may be battery powered for use in 
circumstances where a mains power supply is not available 
and, in any event, may include a 24 hour back-up battesry 
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power supply which operates in the event of a primary power 
failure. The battery power source (not shown) is charged 
from the mains power supply when connected thereto. 

On receiving the coded signal SI from the trans- 
mission means 6, the control unit 8 activates the alarm 10. 
The alarm 10 is a multi-stage warning and alert system 
comprising a first-stage alarm that occurs for a first pre- 
set time period, nominally 10 seconds, and a second-stage 
^a*arm^hat^occur-s^Qr^a^ec^ 



nominally 20 minutes, if a coded signal Si is received again 
within the first pre-set time period of the first-stage 
alarm. The unit 8 will also activate the second-stage alarm 
if another coded signal S is received from one of its asso- 
ciated sensors 4 even if that signal S is not identical to 
the first coded signal Si received. 

The multi-stage response allows for a first-stage 
that acts to warn off intruders who may be innocent prospec- 
tive customers or members of the public, whilst the second- 
stage provides a high level of security for the vehicles. 

The first-stage alarm comprises: (1) an audio warning 
that is emitted throughout the first pre-set time period 
from a siren 16; and (ii) the activation of a stroboscopic 
light source 18, both of which may be obtained as propri- 
etary items. The light source 18 is a 10G W«U source that 
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is not intended for general exterior illumination, but 
merely to act as a warning and to attract attention to the 
area. 

The second-stage alarm comprises the continued 
emission of sound from the siren 16 and the continued acti- 
vation of the stroboscopic light source 18 for the further 
-second p re — se t ti me— pe r lod, and (at th e st axl: — -of the second- 
pre-set time period) the activation of an auto-dialler 20 to 
=a^x^aft— IW^ 

the vehicle 2 or the police, to the interference. Auto- 
diallers 20 are well known proprietary items that will auto- 
matically dial a pre-set number (or numbers) and deliver a 
pre-programmed, or pre-recorded message - the auto-dialler 
18 used in the preferred embodiment of the present invention 
described herein dials up to four different telephone 
numbers in sequence. 

The first and second-stage alarms are combined in the 
control unit 8 in the preferred construction, although they 
have been described as separate elements for simplicity. 

The first and second-stage alarms may be Improved by 
the addition of the following add-on features described 
below. The basic system includes provision for the subse- 
quent addition of these features enabling the vehicle pro- 
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tection system to be targeted at a wide range of applica- 
tions. The add-on features are shown using dashed lines in 

Figures 2 and 3. 

The first-stage alarm improvement comprises a vocal 
audio warning Instead of the siren audio warning <or alter- 
natively the vocal audio warning may alternate with the 
siren audio warning)- The vocal audio warning involves thtr 
use of a pre-recorded, or pre-programmed, message that can 



rbe^elayed^through^a^3g r ^tt^udijp amplifier and thence 



through two weather-proof speakers 22 to deliver a polite 
warning to the intruder of the presence of the vehicle pro- 
tection system and the consequences should their actions be 
continued. 

The second-stage alarm improvement comprises the at- 
tachment to the unit 8 of a 2kW lighting source 24 that is 
capable of illuminating the vehicle 2 during the 
second-stage alarm time period. The lighting source 24 may 
be turned on and off at a rate of about 80 times per minute 
to alert passers-by to the illuminated area and, in particu- 
lar, to the intruders; it therefore acts as a powerful de- 
terrent. 

The system may be assembled in its various embodi- 
ments from materials and components that are readily avail- 
able, ana the actual construction of the system will be ap- 
parent from the above description to one skilled in the art. 
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-li- 
lt is to be noted that sensors 4 may be installed in 
a plurality of vehicles and all monitored by the control 
unit 8 (or interfaced control units). Furthermore, the 
first and second pre-set time periods may be re-set if re- 
quired. 



Such an arrangement has the additional advantage that 



the sensors 4 may be grouped in to zones, a video camera may 




have a number of monitoring positions - preferably at least 




one per zone. Thus if a sensor 4 detects an interference in 





a zone the camera may be directed towards that zone. This 
arrangement reduces the need for a plurality of cameras and 
quickens the response time of the camera compared to a pann- 
ing camera. Once again this increases the deterrent level 
of the system. 



The vehicle protection system described above pro- 
vides a high level of security whilst cutting down the 
number of false alarms. When the system is used to protect . 
vehicles displayed on a point of sale forecourt the likeli- 
hood of a genuine prospective customer setting off a full 
scale alarm is minimised and thus the likelihood of a 
prospective customer being alienated by setting of an alarm 
is reduced. 

Further examples embodying the present invention will 
now be described, by way of example only. 
Further Embodiment 1 
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In order to provide security for guests' cars at a 
hotel the present invention may be provided for their use on 
a rental basis, a charge normally being added to the guest's 
bill. 

in this embodiment each of the sensors 4 may selec- 
tively activated from the control unit 8, and a substan- 
tially unique signal is emitted by the respective trans- 
-mission— means^6__associated with each sensor 4 If an 



— interference 1s affected. Thus,: control may be -maintained 
over the hired systems, for instance by ensuring that they 
require regular coded reactivation from the control unit 8, 
to minimise thefts of the systems and difficulties with 
.over-hiring or confusions between guests. Furthermore, a 
signal si may be uniquely correlated to a known guest for 
readily apparent reasons of convenience and efficiency. 

The control unit 8 may comprise a computer based con- 
trol system that stores vehicle details (including e.g car 
make, car model, car colour, car registration, car location, 
owner and owner's whereabouts ) . 

Other applications for this embodiment, with or with- 
out the presence of the charging element, include airports, 
railway stations, ports, hospitals, educational 
establishments, government facilities etc. 
further Emhnfl 1 merit 2 
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This embodiment is illustrated in Figure 4 in which 
like numerals have been used to identify like parts. A 
combined sensor 4 and transmitter 6 - for this embodiment 
identified as transceiver 26 - is attached to one end of a 
length of security material 28, such as wire rope, chain or 
metal bar(s). The transceiver 26 may be formed or placed 
around the security material 28, or attached thereto (as 
shown) by a linkage 30 at least as strong as the material 
28 . The other'end 32 of "the ma t^l^l~28^lWludes^ a 1 lnk~^ge~ 
member 34 that can be releasably attached to the transceiver 
26, for instance by a padlock type linkage or an internal 
locking latch. The preferred construction includes a lock- 
ing means within the transceiver 26 that engages the linkage 
member 34 and which can be opened by a key, combination 
and/or coded signal. 

The length of security material 28, with the trans- 
ceiver 26 attached, may then be threaded through, for in- 
stance, the spokes of a motor bike or the fittings of a 
boat's outboard motor. 

The sensor 4 within the transceiver 26 may detect, 
for instance, a disturbance (as above), the material 28 
being cut, the ends of the material 28 being withdrawn from 
the transceiver 26 or a movement of the article being pro- 
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tected. On detecting such an interference the transmitter 6 
is activated and the alarm sequence commences as set out 
above. 

This embodiment may also be used to protect other ve- 
hicles, e.g caravans or boat trailers by attaching the ma- 
terial 28 to, or around, the toe hitch of the caravan or 
trailer. The transceiver 26 may alternatively oe attached 
directly to the tow hitch. 



drhls-embod 4^ent-roay^aj^p^e^sed^i ji the syr veil laq gg. 



of perimeter gates, haulage containers, bicycles, secure 
areas and/or construction equipment. 
further fifrhprtl ment 3 

Figure 5 illustrates a system in accordance with the 
invention which can be used to monitor large numbers of ve- 
hicles, for example in a car-park covering a very large 
area, or in several spaced car-parks. Bach vehicle 50, of 
which only three are illustrated in each zone for clarity, 
is provided with a combined sensor/transmitter unit 51. The 
sensor includes as a detector element any one or more of a 
wide range of movement or heat detectors, for example a Hall 
Effect detector, in which movement of a magnetic element 
adjacent" to a Hall Effect transistor produces a detectable 
electrical charge, a piezo-electric detector or a passive 
inrtei-red detector. 
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Detection of Interference with a vehicle, for example 
giving rise to vibration, or the presence of detectable body 
heat from an intruder, sends a signal to a microprocessor 
controlling the operation of the sensor/transmitter unit. 
The signal causes a first code and a second code to be re- 
trieved from a store within the unit and to be sent to the 
transmitter, whl ^n~^ro-adrigg ts an FM sig nal-art; — for examples 
418 Mhz, comprising the two codes. The first code is a 
permane^t l^'toxed — system- ldent 1 f ylhg code which - prevents 
adjacent systems Interfering with each other, and the second 
is a user-entered unit-identifying code. This latter code 
is entered into the device via a keypad on the unit, with a 
display, for example a liquid crystal display, to show the 
numbers registered. The codes may be scrambled before 
transmission in accordance with a system key and unscrambled 
on receipt, as a further security measure. 

In the example illustrated in Figure 5, unit 124 in 
Zone 1 has been caused to send a signal, and this is re- 
ceived by Zone 1 control unit 52, suitably mounted at an 
elevated point within the zone, for example on a pole 53. 
The control unit 52 in turn retrieves from its store an 
identifying code which is added to the unit code, and this 
is then transmitted via a 27 Mhz FM transmitter in the con- 
trol unit to a central control, panel 54 which could, for 
example, be situated at a distance of about 2 miles from 
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Zone 1. The central control panel has displays 55 and 56 
(for example liquid crystal displays), which show the Zone 
number and unit number identified in the received signal 

after unscrambling. 

By this embodiment of the system an individual ve- 
hicle being interfered with can be immediately identified at 
a remote control centre, and securi t y atafl d esp atched to 
investigate, for example. 

"""sjlich sensor/transmitter -mtt^w'te^W™*^''**'' * re- 



chargeable battery, for example a nickel-cadmium battery, so 
that the unit is readily transportable from one vehicle to 
another. As an alternative, for example for vehicle fleet 
use, the unit can be permanently attached to the vehicle and 
supplied with power from the vehicle's electrical system. 
The zone control units 52 may also be battery powered, or 
may be permanently located and supplied, with mains electric 
power . 

The central control panel may also cause the sending 
of alarms and the initiation of other warning signals in 
response to receipt of a signal. For example, the panel may 
incorporate an auto-dialler as hereinbefore described. 
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c hhi ns 

1. A vehicle protection system, comprising a sen- 
sor, a transmission means, a control unit and an alarm sig- 
nalling means, wherein the sensor is mountable on and ca- 
pable of detecting interference with a vehicle, the 
transmission means is also mountable on the vehicle and is 
a ctivated in r esponse— to — de t e ction by— the— sensor — of lnter^ 
ference with the vehicle to transmit a signal to the control 
wftT^t"fie"cWtrol = ^ 

and is arranged to activate the alarm signalling means in 
response to receipt of said signal, there being no physical 
connection between the control unit and the transmission 
means. 

2. A system according to Claim 1, wherein the 
transmission means comprises a store for storing an ident- 
ifying code and means for including said code in the trans- 
mitted signal, and the control unit comprises means for de- 
tecting the code in the received signal and for activating 
the alarm signalling means in response to detection of the 
code . 

3. A system according to Claim 2, wherein the con- 
trol means comprises a store for storing a plurality of dif- 
ferent codes, and means for comparing the detected code with 
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the stored codes and for activating the alarm signalling 
means only when the detected code matches one of the stored 
codes . 

4. A system according to Claim 2 or 3, wherein the 
transmission means and the control unit each comprise means 
for entering an identifying code into the respective store. 

5. _ A system. according. to Claim 4, wherein each code" 
entering means comprises a keypad. 

.^^^ 6:^^A-system^accord^ 



entering means also comprises a display means. 

7. A system according to any of Claims 2 to 6, 
wherein the transmission means comprises means for scram- 
bling the code before its inclusion in the transmitted sig- 
nal, and the detection means in the control unit comprises 
means for unscrambling the received signal to produce the 
code . 

8. A system according to any of Claims 2 to 7, 
wherein the alarm signalling means is arranged to activate 

an audible alarm. 

9. A system according to any of Claims 2 to 8, 
wherein the alarm signalling means is arranged to activate a 
visible warning device. 

10. A system according to any of Claims 2 to 9, 
wherein the alarm signalling means i~ aci-anaaC to activate a 
telephone dialling and messaging device. 
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11. A system according to any preceding claim, com- 
prising a plurality of said control units, each arranged to 
receive signals from any of a plurality of sensors within a 
respective zone, and each capable of communicating with a 
control alarm signalling means in a manner not requiring a 
physical connection between the control unit and the central 
alarm signalling means. 

12- A system according to Claim 11, wherein each 

^onti^^ 



the central alarm signalling 
identifying the control unit 
the sensor signalling. 



means comprising a first code 
and a second code Identifying 
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AMENDED CLAIMS 

[received by the International Bureau on 12 May 1992 (12.Q5.92); 
original claim 1 amended; new claims 13 and 14 added; 
other claims unchanged (2 pages)] 

1. A vehicle protection system, comprising: a self- 
contained sensor unit containing a sensor and a trans- 
mission means? a control unit; and an alarm signalling 
5 means; wherein the sensor unit is mountable on and capable 

detecting i nterference with a vehicle , the transmission 

means being activated in response to detection by the 
=sensor^f ^*er- ^^ 



~ "signal to the^ntrolliiilC and the control uni^i^lWtejiZ 
10 remotely from the vehicle and is arranged to activate the 
alarm signalling means in response to receipt of said 
signal, there being no physical connection between the 
control unit and the transmission means. 

2. A system according to Claim 1, wherein the 
15 transmission means comprises a store for storing an ident- 
ifying code and means for including said code in the 
transmitted signal, and the control unit comprises means 
for detecting the code in the received signal and for 
activating the alarm signalling means in response to 

20 detection of the code. 

3. A system according to Claim 2, wherein the 
control means comprises a store for storing a plurality of 
different codes, and means for comparing the detected code 
with " " " — 



WO 92/10387 



- 21 - 



PCT/GB91/02193 



11. A system according to any preceding claim, 
comprising a plurality of said control units, each arranged 
to receive signals from any of a plurality of sensor units 
within a respective zone, and each capable of communicating 
5 with a control alarm signalling means in a manner not 
requiring a physical connection between the control unit 
and the central alarm signalling means. 

T2r. — A — system — according — to — Clai m 1 1, where i n each- 

control unit is adapted to transmit an identifying signal 

code identifying the control unit and a second code ident- 
ifying the sensor signalling. 

13. A system according to any preceding claim, 
wherein the sensor unit comprises more than one sensor. 
15 14. A system according to Claim 13, wherein the 

sensor unit includes an ultrasonic scanner and a piezo- 
crystal sensor. 
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